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TC Replication Client Administrator Manual

1 Introduction

The TC Replication Client publishes certificates and/or CRLs into a target LDAP. It is
compatible with TC ID Store, TC Enterprise ID QuickStart, and TC Enterprise ID. It is
configured to publish the most recent valid certificate per user, it will overwrite older valid
certificates as well as certificates that have been revoked, and thus there will be no more
than one valid certificate per user in the target LDAP.

A more detailed description of this behaviour can be found in section 4.4.

2 Installation Preparation

TC Replication Client requires a working Microsoft Active Directory Server, no older than
2003, as the target LDAP. It can be installed on Windows Server 2003 or Windows Server
2008.

Additionally the following software modules must be installed:
e Microsoft .Net Framework 3.5
¢ Java Runtime 1.6 or newer.

e The “Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy Files
6" are required (view the readme.txt file of the JCE). They can be downloaded from
the Sun Website: http://java.sun.com/javase/downloads/index.jsp
TC Replication Client uses HTTPs with SSL client authentication to access the TC ID Store,
TC EID QuickStart or TC Enterprise ID API.
e A working TC ID Store, TC EID QuickStart or TC EnterpriselD account is required. An
“apiUser” must exist (See section 6.1 of the TC ID Store, TC EID QuickStart or
TC EnterpriselD Administrator Manual)

e The PKCS#12 PSE file used for authenticating the TC Replication Client to the API
must be available together with the associated PIN. See section 6.1 of the
TC ID Store, TC EID QuickStart or TC EnterpriselD Administrator Manual.

e TC Replication Client publishes certificates and CRLs to an LDAP target. A username
and password with appropriate LDAP publication permission is required (“LDAP
Publication User”).

3 TC Replication Client Installation

If the installation has been prepared according to section 2, the TC Replication Client can be
installed.

3.1 Software Installation

TC Replication Client is shipped as a MSI package and a seperate license file. It can be
installed on any Windows server connected to the targeted Windows domain.

Login to the appropriate Windows server with Administrator privileges and start the
installation by double-clicking the .MSI file.
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{i TCReplicationClient

Welcome to the TCReplicationClient Setup Wizard §

The inztaller will guide you through the steps required to install TCR eplicationClient o pour
camputer,

Wit BMIMG: Thiz computer program i protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be progecuted ta the magrimum extent possible under the law.

Cancel < Back

Figure 1: TC Replication Client — Start Installation

Please read and accept the license agreement displayed on the second screen.

fi@ TCReplicationClient

License Agreement

Please take a moment ta read the licenze agreement now. If you accept the terms below, click "l
Agree’’, then "MNext”. Othensze chck "Cancel”.

License Terms and Conditions i]
TC Replication Client

1  Characteristics of the TC Replication Cliert
The TC AdtoEnrollment publishes izsued cettificates and ceificate rewocation lists (CRL=)into an
LOAP directory .
The TC Replication Client may only be used in connection with a TG Enterprise 10 solution.
[ ]

| Do Mot Agree

Cancel ¢ Back | Mewt » I

Figure 2: TC Replication Client — Accept Software License

Select “SOAP” as protocol for TCID Store, TC Enterprise ID QuickStart and

TC Enterprise 1D 2009.
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jii TCReplicationClienk

Select transport protocol

Fleaze select tranzpart pratocol, used for server conneaction,

&+ SOAP

LGl

Cancel ¢ Back

Figure 3: TC Replication Client — Select Protocol

Select the installation folder.

jii TCReplicationClient

Select Installation Folder

The installer will install TCReplicationClient to the following folder.

Toingtall in this folder, click "Mest". To install ko a different folder, enter it below or click "Browse".

Folder:
C:MProgram FileshTC TrustCentersTCReplicationClents Browsze. .. |

Dik Cost.. |

Cancel < Back

Figure 4: TC Replication Client — Select Installation Folder

Click next to start the copying of the application files.
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i',_w-';'n TCReplicationClient

Confirm Installation

The inztaller is ready to inztall TCReplicationClient on pour computer,

Click "MNext" to start the installation.

Cancel < Back

Figure 5: Start Copying Program Files

The TC Replication Client will be added to the Windows services. You must configure the
software before starting the service.

*, Services

File Action ‘Yiew Help
> | EEFER RE|» =0
@Serwces {Local) #, Services (Local)

TC Replication Client Mame / | Descripkion | Skatus | Startup Type | Lag On As |:|
Secondary Lagan Enables starting processes under alternate...  Started Automatic Local System
Stark the service %Security Accounts Manager  The startup of this service signals other se...  Started Automatic Local Syskem
%Server Supports file, print, and named-pipe sharin,..  Started Autornatic Local System
Description: %Shel\ Hardware Detection  Provides notifications for AutoPlay hardwa,.,  Starked Automatic Local Syskem
TC TrustCenter LDAP Replication Client %Smart Card Manages access ko smart cards read by thi... Manual Local Service
Special Administration Co...  Allows adminiskrators bo remotely access a ... Manual Local System
Syshern Event Motification  Monitors system events and notifies subscr...  Starked Automatic Local System

%Task Scheduler Enables a user to configure and schedule a...  Started Autornatic Local System J
i Replication Client TC TrustCenter LDAP Replication Client Automatic Lacal 20}
%TCPJ‘IP MetBIOS Helper Provides support For the MetBIOS aver TC...  Started Automatic Local Service
%Telephony Provides Telephory API (TAPI) support for...  Started IManual Local Syskem

%Telnet Enables a remote user to log on to this com, .. Disabled Local Service LI

Extended A Standard /

Figure 6: Service Installed but not Started

3.2 Configuring and Starting the TC Replication Client

Please follow these steps:

1. Rename the PKCS#12 PSE received for apiUserl (see TC ID Store,
TC EID QuickStart or TC Enterprise ID Administrator Manual section 6.1 for how to
get this PKCS#12 PSE) to “apiUserl.pl2” and copy it to the folder “certs* of
TC Replication Client.
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% C:\Program Files', TC TrustCenter', TCReplicationClient'.certs

IS [=] E3

commands:

a. password.cmd -passwordname KeyStore
(Enter the PIN for the PKCS#12 PSE when being prompted to enter the

password).

b. password.cmd —passwordname LDAP
(Enter the password for the “LDAP Publication User” when being prompted to

enter the password).

c. password.cmd —passwordname TrustStore
(Enter the password for the “TrustStore”, default value is (“changeit”) when
being prompted to enter the password).

ubinu

of the

File Edit iew Favorites Tools  Help .1"
QBack ~ 3 - ¥ | - search | [ Folders | = X 6 | B
Address [ CH\Program FilestTC TrustCenter'l,TCRepIin:atin:nnCIient'l,n:erI:sj G0
Falders x
= ) TCReplicationClisnt N .

jf] bin apilserl.plz myTrustStore

I —

I config

=) lib

I logs

I plugins -
ll _ | R

Figure 7: Copy apiUser’s PKCS#12 PSE
2. Open a command tool (cmd.exe) and change to folder
TC Replication Client. Enter the required passwords/PINs using the following

Note: The passwords will be stored encrypted in the configuration files.

3. Copy the license file into the folder “bin”.
4. Open folder “config” of the TC Replication Client.

& C:.Program Files', TC TrustCenter', TCReplicationClient',config

IS [=] E3

[ Folders | & 3 X K) | [~

x Marne = |

1 | & ReplicationClientConfig.=ml

File Edit ‘iew Favarites Tools  Help

Qeack ~ 3 - ¥ | - search

fddress [ \Program Files)\ TC TrustCenter TCReplicationClientconfig j G0

FDldErs ......................................

= I TCReplicationClient | |l

3 bin m logd. properties
I certs
I config
= lib
= logs
I plugins

Kl |

_*ILI*I | ]

Figure 8:Changing to Folder “config”
Open file jndi.properties using a text editor (e.g. notepad) and specify the following

parameters

TC Replication Client Administrator Manual TC Replication Client Installation
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- Servername of the LDAP server in entry “java.naming.provider.url*
- Name of the “LDAP Publication User“ in entry “java.naming.security.principal.

4. Open file “ReplicationClientConfig.xml* using a text editor, e.g. notepad and specify
the following parameters:

- TCID Store, TC EID QuickStart or TC Enterprise ID account name in entry
“soap_api_accountname”.

Note: It is important to specify the correct account name in the configuration field.
The account name can be found in “Configuration | Settings | tab Account
Settings | field Account Name” in the web portal.

Account Mame®: TC TrustCenter
Description:

Product Mame: EnterpriselD Cuickstar
Figure 9: Finding the “Account Name” in the GUI

5. Start the service using the Windows ,Services" console.

4, Services Hi=] &3 I

File Action Wiew Help

ﬁ-’l‘@l@lb Il =

@ Services (Local) sy Services (Local)

TC Replication Client Mame / Cescription Status | Startup Type LogOnfs |«
Start the service %TCPJIP MetBIOS Helper Pravides suppart for the NetBIOS over TC...  Started Autammatic
%Ts\ephuny Provides Telephony API {TAPI) support For..,  Started Manual Stop.
Description: %Ta\net Enahbles a remate user ko log on to this com... Disabled Pause
TC TrustCenter LDAP Replication Client %Terminal Services Allows users to conneck interactively toar...  Started Manual Resume
%Tarminal Services Session,.. Enables a user connection request to be ro.., Disabled Riestart
Themes Provides user expetience theme managem. .. Disabled T EEE—
%Unintsrruptib\e Power Su... Manages an uninterruptible power supply (... Manual s ' J
%\u‘\rtua\ Disk Service Pravides software volume and hardware ... Manual Refresh
%VMware Tools Service Pravides suppart for synchronizing objects ... Started Automatic J
Extended A Standard / =il B
Start: service TC Replication Client on Local Computer | Help /]

Figure 10: Starting the TC Replication Client Service

Check the service status using the following log files:
- logs/wrapper.log and
- logs/replication_client.log
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4 Configuration Reference

TC Replication Client uses 3 configuration files. These configuration files are located in the
“config” folder:

@ C:Program Files', TC TrustCenter', TCReplicationClient',config H[=]

]
II'

File Edit Wiew Favaorites Tools  Help

QEack - &3 - (T | o Search | [ Folders | B B X ) | (2]~

&ddress |5 :\Program Files\ TC TrustCenter TCReplicationClientconfig j G0

Folders X | | Mame_ I
=l 55 TCReplicationClient - jndi ;

I bin |ﬂ|ng4j.pruperties
) cerks | = ReplicationClientConfig. xml
' config
i lib
1 logs
1 plugins -

4 | » 4| | ]

Figure 11: Configuration Files of TC Replication Client

The configurations files and their configuration parameters are described in the following
sections.

4.1 log4j.properties
This configuration file defines the log level. The overall log level is defined by the following
parameter:
log4j . logger.de.trustcenter.replclient = DEBUG
The log levels “ERROR®, “INFO*, and “DEBUG" are available. The “INFO” level includes all

messages required for auditing purposes. The entry above is not include in the
log4j.properties file you received.

The log level can be overwritten on a class level. To enable the “DEBUG” log level for a
particular class, please use:

log4j -logger.de.trustcenter._replclient._<class> = DEBUG

Supported Classes Debug Information
ReplicationListProvider Request-Lists as provided by the backend
LDAPReplicator LDAP-modifications performed by the plugins;

Debug-messages from the plugin itself

ReplicationClientLauncher Configuration file parsing

Table 1: Defining the Log Level by Classes

4.2 jndi.properties

This configuration file contains the entries relevant for LDAP / Active Directory access.

TC Replication Client Administrator Manual Configuration Reference 10/25
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# Please insert the name of your Active Directory Server.
#java.naming.provider.url=Ildap://servername. local : 389
Java.naming.provider.url=

# Please specify the LDAP user name

# Please ensure that this user has the rights to publish

# and delete certificates and CRLs, e.g.
#java.naming.security.principal= cn=LDAP Admin,cn=Users,dc=local
Java.naming.security._principal=

# Please do not specify the Password of the user above in the clear.
# Use the password.cmd tool instead.

# >Password.cmd -passwordname LDAP

# Therefore please do not change the lines below

Java.naming.security.credentials=
Java.naming.factory. initial=com.sun.jndi.ldap.LdapCtxFactory
Java.naming.security.authentication=simple

Figure 12: Default jndi.properties Configuration File

Needs to be
Parametername changed on Comment
installation

Yes Name of the LDAP server, e.g.

java.naming.provider.url ldap://adsservername.local 389

Yes Name of the “LDAP Publication User*,
i.e. the user used to publish or delete
certificates and CRLs.

To retrieve the required value, use
mmc | include Snap-In ADSI Edit |
Connect to Domain and goto Users.
Then open the “LDAP Publication
Users”-Properties and click on the entry
“distinguishedName”. You can copy the
entry into the jndi.properties file.

java.naming.security.principal

Yes Encrypted password of “LDAP
Publication User*.
java.naming.security.credentials Use

password.cmd -passwordname LDAP
to set this entry.

java.naming.security.authentication | No Do not change

java.naming.factory.initial No Do not change

Table 2 Description of the jndi.properties Configuration Parameters

TC Replication Client Administrator Manual Configuration Reference 11/25
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4.3 ReplicationClientConfig.xml

ReplicationClientConfig.xml  contains the general configuration settings of the
TC Replication Client. By default CRL replication is disabled since the CRL distribution point
included in certificates by default points to a central TC TrustCenter location. CRL replication
is only required if the certificates include a custom CRL distribution point.

4.3.1 Core Configuration Settings

The core settings include settings relevant for SSL client authentication. The default
configuration is as follows:

<?xml version="1.0" encoding="UTF-8" standalone=""no"?>
<ReplicationClientConfig>
<de>
<trustcenter>
<replclient>
<url>https://replication.trustcenter.de/rep-sbin/RegListProvider.cgi</url>
<itemsPerCall>10</itemsPerCall>
<counterFile>._/logs/last_item_id.properties</counterFile>
<pluginFile>._/plugins/plugin_ad.bsh</pluginFile>
<execlnterval>43200</execlnterval>
<provider>SOAP</provider>
<soap_api_servername>my-cert.trustcenter.de</soap_api_servername>
<soap_api_serverport>443</soap_api_serverport>

<I-- It is important to specify the correct Account name here.
The Account name can be found in Configuration | Settings | tab Account
Settings | field Account Name in the web portal.

<soap_api_accountname></soap_api_accountname>
</replclient>
</trustcenter>
</de>
<system>
<javax>
<net>
<ssl>
<keyStore>../certs/apiUserl.pl2</keyStore>

<I-- Please do not specify the password manually. Use the command tool Password.cmd
instead.
>Password.cmd -passwordname KeyStore

<keyStorePassword></keyStorePassword>
<keyStoreType>pkcsl2</keyStoreType>
<trustStore>../certs/myTrustStore</trustStore>

<I-- Please change and insert the Standard Password (changeit) of
the myTrustStore file with the command tool Password.cmd
>Password.cmd -passwordname TrustStore

<trustStorePassword></trustStorePassword>
</ssl>
</net>
</javax>
</system>
</ReplicationClientConfig>

Figure 13: Default ReplicationClientConfig.xml Configuration File

TC Replication Client Administrator Manual Configuration Reference 12 /25
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Parent
Node

Element Name

Needs to
be
changed
on
installation

Comment

de /
trustcenter
/ replclient

url

No

ReplicationListProviders URL. This
entry is only required if the ,CGI*
protocol has been selected. Please
leave this entry unchanged.

itemsPerCall

No

Maximum number of items to be
transmitted per call via the API.

counterFile

No

Name of the file to persistently store the
last transactionID.

pluginFile

No

Path and name of the Bean Shell script
to be used. This script is specific to the
target LDAP.

execlinterval

No

Number of seconds between two
attempts to read replication item via the
API.

provider

No

Name of the API protocol, must be
~SOAP*,

soap_api_servername

No

Name of SOAP API server. Should be
“my-cert.trustcenter.de”.

soap_api_serverport

No

Port of the SOAP API. Should be 443.

soap_api_accountname

Yes

TC ID Store, TC EID QuickStart or
TC Enterprise ID account name. The
account name can be found in
“Configuration | Settings | tab Account
Settings | field Account Name” in the
web portal.

keyStore

No

Name and path of the PKCS#12 PSE
used for SSL client authentication to
the API.

keyStorePassword

Yes

Encrypted password required to access
the private key contained in the
PKCS#12 PSE specified in keyStore.

Do not manually specify a password
here!

Use
password.cmd
KeyStore

to change this entry.

-passwordname

keyStoreType

No

Type of keyStore. Must be ,pkcs12

system /
javax / net
/ ssl

trustStore

No

Name and path of the trusted root
certificates used for the SSL connection
to the API. This so called trustStore
must contain the TC TrustCenter Class
3 Root certificates.

TC Replication Client Administrator Manual Configuration Reference
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trustStorePassword

No

Encrypted password used to protect the
trustStore.

Do not manually specify a password
herel

Use
password.cmd -passwordname
TrustStore

to change this entry.

Table 3: Description of the ReplicationClientConfig.xml Configuration Parameters

4.3.2 Configuration of CRL Replication into Active Directory

Microsoft Active Directory is capable of storing CRLSs.

When using smart card logon the domain controller has to validate all smart card logon
certificates either using a CRL or using OCSP. Sometimes domain controllers don’t have
permission to open a connection to the internet for downloading the CRL. In this case CRL

replication is a solution.

Before publishing CRLs to the Active Directory some initial preparation steps have to be

performed.

Note: As the CRL distribution point contained in a certificate is being used to
determine the CRL storage location there is no need to store CRLs in Active
Directory unless the certificates include a custom CRL distribution point.

4.3.2.1 Active Directory Preparation for CRL Publication

To create the container objects and “crIDistributionPoint” objects in the ADS start the “ADSI
Edit” Snap-In for the MMC and activate the Connection Point “Configuration”. Open “Services
| Public Key Services | CDP” and create a new container with your server name in the

location labled “Value”:

TC Replication Client Administrator Manual Configuration Reference 14/ 25
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[:l Console Rook
=<5 ADST Edit

Marme

I:l Ch=DisplavSpecifiers

I:l Ch=Extended-Rights

I:I Ch=ForestUpdates

I:I Ch=LostandFoundConfig

#-0 CN=NTDS Quotas

-1 Ch=Partitions

I:l CW=Phyysical Locations
EID CN=5ervices

|:| CM=MsmgServices
|:| Ch=MNetServices
- CN=Public Key Services
- CN=ATA

=

-0 CH=Certi  Move
Mew Conneckion from Here

#-L0 CH=Certi

EIB Configuration [server-rep.repclient, testlab, local]
=-E3 CM=Configur ation, DC=repclient, DC=testlab, DC=local

l:l CM=Enra
-0 Cu=KRA

#-_J CN=0ID

Wi
&0 CHN=RRAS -

e Window from Here

Figure 14: Create New Object

Select class “Container”, and click “Next".

:m ADSI Edit - [Console Root' ADSI Edit', Configuration [server-rep.repclient.testlab.local], CN=Configuration,DC=|

Bﬁn File Action “iew Favorites Window Help
9 | BEXEFER| 2@
[ cConsole Root | Class
=€ ADSI Edit
EIB Configur ation [server-rep.repclient.testlab. local]
-3 CN=Configuration, DC=repclient, DC=testlab, DC=local
ol | W=Displayspecifiers
-0 CM=Extended-Right<
R e e e Create Object <]
- CH=LostandFaunc
-0 CH=NTDS Quetas
- CH=Partitions el =l
e CM=Physical Locat
EID CH=Services — -
7L CH=Msmqsery applicationEntity ;I
D _ X applicationersion
Chi=NetServic: certificationAuthority |
{:I CN=Public Key classStare
7 C=A1a comConnectionPaint
[ cu=CoP computer
3 cu=Certifi
2 Chu=Certifi controldccessRight
{3 cu=Enrollr cRLDistributionPaoint
(0 cu=kRa device
dfsConfiguration
0 cu=om AHrPrl LI
e
[0 cu=rras
- Ch=indows |
-] Cu=Sites
B0 CH=welknown Se
[]---B Domain [server-rep.repclie
= Back I et = I Cancel |

Figure 15: Selecting Class “ Container* for the new Object

Specify the name of the Active Directory server as “Value“, and click “Next".
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Create Object E2 |

atkribute: cn

Synkax:  DireckoryString

Walue: server-rep|

< Back I Mext = I Cancel

Figure 16: Specifying the Server Name for the new Object

Complete this dialog. Select the new container and create a new "criDistributionPoint* object
for each CRL to be published into the Active Directory (as shown below for the CRL of the
TC TrustCenter Class 1 CA).

The LDAP Admin user need write permissions on this container to publish the CRL (right
click on the container | Security tab).

(23 Console Raak Mame
=< ADST Edit
EIB Configuration [server-rep.repclient, testlab, local]
=-E3 CN=Configuration, DC=repclient, DC=testlab,DC=local
D CM=DisplaySpecifiars
-] CN=Extended-Rights
D CM=ForestUpdates
{:I CM=LostandFoundCaonfig
&0 CN=NTDS Quotas
&[] C=Partitions
D CM=Fhysical Locations
=0 CM=Services
D CH=MzsmJoervices
D CH=NMet3ervices
=20 cH=Public Kew Services
B Ch=a1A
E| 3 cu=cpp
H D Ch=server-rep
I:I CH=Certificate Tem  Move
+1. (L1 Chi=Certification Au Mesw Connection From Here
- Ch=Enrolment Sery

- c=kRa
N »
- B Mew Window from Here
-0 CH=Windows NT
-7 CM=Sites Mew Tasknad Wiew. .

Figure 17: Creating a new Object in the Server Container

Select class “cRLDistributionPoint* for this new object and click “Next".
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[Z Consale Root Tame | Class

E1-<5h ADSI Edit

EB Configuration [server-rep.repclient, testlab.local]

=23 CM=Configuration, DC=repclient, DC=testlab, DC=local
D CN=Displayspecifiers

7] CN=Extended-Rights

-2 CM=Forestlpdates

-2 CMN=LostandFoundConfig

-] CH=NTDS Quatas

- Ch=Partitions Create Object =]

-3 CM=Physical Locations

B0 CN=Services

115 | CM=Msmq3ervices Select a class:
t [ CN=MetServices
-3 cu=Public Key Services

: applicationEntity d
D CN=ALA applicationersion
ED CN=CDP certificationautharity |
[ = Ch=server-rep classStare

[ Ch=Certificate Templ comConnectionPoint

(1 CH=Certification Autt

(1 cN=Enrallment Servic
(0 cu=kra

- CN=0ID

-0 Ch=RRAS

-0 C=Windows NT

-0 cn=sites

-0 Cu=wellknown Security Pring

[]---B Domain [server-rep.repclient, testlab,

< Back: I Text = I Cancel |

Figure 18: Selecting Class “Container” for 'the new “cRLDistributionPoint” Object

Specify the CRL issuer's common name in the location labeled “Value®, and click “Next".

[Z1 Console Root | Mame | Class
-4k ADSI Edit

L—‘_IB Canfiguration [server-rep.repclient kestlab.local]

=3 CM=_Configuration, DC=repclient, DC=testlab, DC=local
7] CH=DisplaySpecifiers

([ Cr=Extended-Rights

(] cN=FarestUpdates

& CM=LostandFoundZonfig

(] CN=NTDS Quatas

23 Cr=partitions Create Object
(&8 CM=Physical Locations

-0 CN=Services

=63 CH=MsrngServices

{0 CH=MetServices

L—‘_I{:I ChN=Public kKay Servicas
w0 cu=A1A Attribute: cn

{20 cu=cop

----- {1 cCh=server-rep . .
{2 Ch=Certificate Templ Syntax:  DirectoryString
{0 chN=Certification Autt

23 CN=Enrolment Servic

Yalue: TC TrustCenter Class 1 CAf

- Ch=RRAS

E-L0 Cu=windows NT

- c=Sites

-0 CH=wellKnown Security Princ
[]—--B Damain [server-rep. repelisnt. testlab,

< Back I Mext = I Cancel |

Figure 19: Specifying the CRL Issuer’'s Common Name as “Value®

No other attributes are required, click “finish”.

TC Replication Client Administrator Manual Configuration Reference 17125



/{) TRUSTCENTER

<{f/ T CHOSENSECURITY

[:l Console Root MName | Class
= ADSI Edit

= B Configuration [server-rep.repelient.testlab.local]

=0 = Configur ation, DC=repclient, DC=testlab, DC=local
m-C0 c=l DisplaySpecifiers

-0 CH=Extended- -Rights

[ Forestpdates

- CH=LostandFoundConfig

(- CN=NTDS Quotas
E
E
=

i CH=Partitions Create Object <]

7] CH=Physical Lacations

- D Ch=Services To complete the creation of this object, click Finish.
- - EN=MsmqServices

- Ch=MetServices

H To zet mare attributes, click More Attributes. Wore Attribut |
ED Ch=Public Key Services More Altributes
-0 cn=a1a

=+ cu=cop

o] om=server- rep
D CH=Certificate Templ

- - CH=Certification Autt

{:l CM=Enrollment Servic

&0 CN=KRA

&0 CN=0ID

-1 cr=RRAS

-0 Ci=windows NT

-0 Cr=sites

B0 cu=welknown Security Pring

[]---B Domain [server-rep.repclient. testlab,

< Back. Cancel

|
Figure 20: Confirm Creation of “cRLDistributionPoint”

The new “cRLDistributionPoint” object is now shown. Repeat these steps for each additional
CRL to be replicated.

Bﬁ] Fle Action Wiew Faworites  indow  Help
e | @@ XER[ 2D

| Consale Roak
1 nDsT Edic
=- B Configuration [server-rep.repclient testlst
= D CM=Configuration, DC=repdlient,DC=t
. - CM=DisplaySpecifiers
#-] cH=Extendsd-Rights
-] (M=Farest Indates
#-] cH=LostandFoundConfig

- H=NTDS Quakas
-0 Ch=Partitions
I 2 (M=Physical Lacations
E| D Ch=Services
H CN=MsmqServices
L Cr=netServices
CMN=Fublic Key Services

g CN=A14
L cu=cor

D Ch=setver-rep
{1 CN=Certificats Templates
10771 C=Cartificatinn it

Figure 21: New “crIDistributionPoint"

4.3.2.2 Configuring CRL Replication in ReplicationClientConfig.xml
In order to download the CRLs to be replicated the new node “crls“ must be inserted in
ReplicationClientConfig.xml between <execlnterval> and <provider>.

The following example shows the “crls" node for 2 CRLs:
- TC TrustCenter Class 1 CA and
- TC TrustCenter Class 1 L1 CA VI

<execlnterval>43200</execlnterval>

<crls>
<serialNumberFile>._/logs/last_serial_numbers.properties</serialNumberFile>
<crl>
<issuer>EMAILADDRESS=certificate@trustcenter.de, OU=TC TrustCenter Class 1 CA,

O=TC TrustCenter for Security in Data Networks GmbH, L=Hamburg, ST=Hamburg, C=DE</issuer>
<dn>CN=TC TrustCenter Class 1 CA,CN=server-
rep,CN=CDP,CN=Public Key Services,CN=Services,CN=Configuration,DC=local</dn>
</crl>
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<crl>

<issuer>CN=TC TrustCenter Class 1 L1 CA VI,

0=TC TrustCenter GmbH, C=DE</issuer>

OU=TC TrustCenter Class 1 L1 CA,

<dn>CN=TC TrustCenter Class 1 L1 CA VI,CN=server-

rep,CN=CDP,CN=Public Key Services,CN=Services,CN=Configuration,DC=local</dn>
</crl>
</crls>

<provider>SOAP</provider>

The meaning of the parameters is as follows:

Figure 22: Sample “crls* Node

Parent Needs to be
Element Name changed on Comment
Node ) .
installation
de/ serialNumberFile | yes Contains the crlSerial number of the
trustcenter current CRL. File will be created if it
/ replclient doesn’t already exist.
/ crls crl (List) yes One or more CRL entries, as described in
“de / trustcenter / replclient / crls / crl”
de/ issuer yes Issuer-DN of the CRL in Java-Format e.g
trustcenter EMAILADDRESS=certificate@trustcente
/ replclient r.de, OU=TC TrustCenter Class 1 CA,
[ cris / crl O=TC TrustCenter for Security in Data
Networks GmbH, L=Hamburg,
ST=Hamburg, C=DE
(take a look inside the crls you need
http://crl.trustcenter.de/crl/ )
dn yes Target location of CRL in LDAP e.g.

CN=TC TrustCenter Class 1
CA,CN=server-rep,CN=CDP,CN=Public
Key
Services,CN=Services,CN=Configuration,
DC=repclient,DC=testlab,DC=local

Note: Base-DN will be appended
automatically (see variable
java.naming.provider._url in
jndi .properties)

Table 4: Description of the <crls> Node

You have to stop and restart the TC Replication Client service in order to apply the changes.

Note: If only CRLs should be replicated (and not certificates), edit the file

config/plugin_ad.bsh. Modify the method getCertificateDN only return null in
every case — remove all other lines in the body.

4.3.3 Configuring TC Replication Client to use a Web Proxy

TC Replication Client can be configured to use a Web Proxy instead of directly connecting to
the internet. Add the following parameters at the bottom of the ReplicationClientConfig.xml

file.

TC Replication Client Administrator Manual Configuration Reference
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</javax>
<https>
<proxyHost>gate.servername.com</proxyHost>
<proxyPort>80</proxyPort>
</https>
</system>
</ReplicationClientConfig>

Figure 23: Sample Configuration of a Web Proxy

Parent Needs to be
Node Element Name changed on Comment
installation
de / | proxyHost yes Name of the web proxy
;rtiztﬁiﬁéirt proxyPort yes Web proxy port to be used for https
/ httgs connections.

Table 5: Configuring TC Replication Client to use a Web Proxy

4.4 Certificate Replication Policy (plugin_ad.bsh)

In the standard configuration, the TC Replication Client searches the user in the LDAP as
follows:

Search user based
on Email-Address
(rfc822Name)

Search user based on ~ Not
e —_—
UserPrincipalName _found

e

Found

Not found

Found

|- Yes Certificate contains UPN?

Lastname is included in

ertificate ComMNo
Yes
Replicate'
ertificatg
Figure 24: CertificateReplication Policy

If not all certificates suitable for smart card logon should be replicated, the replication policy
must be modified.

To modify the replication policy you have to edit the file “config/plugin_ad.bsh”.

In order to ignore certificates which cannot be replicated, the following lines in method
getCertificateDN:

A

Ignore
ertificatg

if Cupn !'= null )
throw new NameNotFoundException(message); //must find user if UPN is present in certificate!
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must be removed.

\ Note: You should keep a copy of the original file.

Certificates are being replicated using method updateUserCert(attribs, item) in
“config/plugin_ad.bsh”. This method replaces existing certificates. As a consequence only
one certificate per user is available in the LDAP.

Certificates which have already been replicated will be removed from the LDAP once they
have been revoked (method deleteUserCert(attribs, item) in
“config/plugin_ad.bsh”).
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5 Installation Checklist

Installation Preparation (see section 2)

Windows Server 2003 or newer

Add User apiUserl and request SSL authentication certificate for apiUserl (see
section 2)

Setup “LDAP publication” user with permission to publish CRLs and to publish and
delete certificates (see section 2).

TC TrustCenter Components

TC Replication Client Installation (see section 3.1)

TC Replication Client Start (see section 3.2)

If applicable: Setup CRL Replication (see section 4.3.2)

If applicable: Configure Web Proxy to be used (see section 4.3.3)
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6 Frequently Asked Questions
6.1 lllegal key size

Error message

When changing the password with the password.cmd tool the following error message
appears:

>lllegal key size

Solution

The "Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy Files 6“ is not
present. Please download this Extension from the SUN Website
http://java.sun.com/javase/downloads/index.jsp. It is required to install it. (Please refer to
section 2)

6.2 Service does not start
Error message

The TC Replication Client service does not start and the wrapper log-file shows a License
Error:

A valid license was not found in the Wrapper configuration file.

Solution
You need to copy the license file into the “bin” folder (see section 3.2).
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Glossary

Administrator “PKI Superadministrator”, “PKI Administrator” or any
delegated role (“Registration Officer”, “Enrollment Officer”,
“Unsuspension Officer”, “Revocation Officer”, “Key Recovery
Officer”).

LDAP Publication User with permission to publish CRLs and to publish or delete
User certificates into the LDAP.

PKCS#12 PSE A Personal Security Environment which contains the private
key and the associated X509 certificate.

The PSE (Personal Security Environment) is encoded using
the file format specified in the PKCS#12 standard.

In Microsoft environments it is usually referred to as PFX.

All recoverable certificates will be issued as PKCS#12 PSEs.
All other certificates will be requested using either web
browser based key generation or copy&paste of a PKCS#10
request.
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